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1. (a) What do you understand by the term Computer Forensics ?  Explain.

(b) List some of the technological abuses which affect the personnel securities ?

(c) What is i2 Analyst's Notebook ?  Explain.

(d) What is Public Key Cryptography ?  Explain.

(e) What is the process of acquiring images during forensics analysis ?

(f) Differentiate between Data Duplication and Data Acquisition in the context of
Cyber Forensics.

(g)  What role an operating system plays in the Cyber Forensics ?

2. (a) Enumerate and explain the various factors which act as driving force behind
implementation of the corporate cyber.

(b) Differentiate giving examples between the FileList and FileCnvt. What is their
role in Cyber Forensics ?

3. (a) What is Data Hiding concealment technique ?  Explain the process of hiding data
on the NTFS.

(b) What is the process involved in recovering deleted partitions ?  Explain some of
the tools which can help in the recovery of the deleted partitions from storage
area.

4. (a) Who are Cyber Hackers ?  Explain various types of Cyber Hackers and the process
of identifying Cyber Hackers.

(b) Explain the role of Cloaking Techniques in Cyber Forensics.

5. (a) Explain the working of BIOS. What are the main functions of PC BIOS ?  How
can BIOS be updated ?

(b) What is Forensic Hard Drive Imaging ?  If software is available to create a forensic
image of a hard disk or other media. What is the benefit of forensic hardware ?

6. (a) Enumerate the Digital Forensic Checklist.

(b) What is the Cyber Law in India ?  State its advantages.

7.  Write Short notes on any three (3) :

(a) Autopsy Browser

(b) Hash Function

(c) Role of Digital appliances in Cyber Forensics

(d) Privacy Law in Cyber Forensics Context

(e) Digital Forensics
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